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ABSTRSCT: 

Rapid advancement of digital technologies and the widespread adoption 

of interconnected systems have significantly increased the vulnerability of 

organizations and individuals to cyber threats. Cyber-attacks such as malware, 

phishing, ransomware, denial-of-service attacks, and advanced persistent threats 

are becoming more sophisticated, frequent, and difficult to detect using 

traditional security mechanisms. Conventional cyber security approaches, which 

rely heavily on predefined rules and signature-based detection, often fail to 

address zero-day attacks and evolving threat patterns. In this context, Artificial 

Intelligence (AI) and Machine Learning (ML) have emerged as transformative 

technologies that enhance the effectiveness and efficiency of modern cyber 

security systems. Artificial Intelligence enables systems to simulate human 

intelligence, including learning, reasoning, and decision-making, while Machine 

Learning focuses on developing algorithms that can learn from data and 

improve performance without explicit programming. When applied to cyber 

security, AI and ML techniques allow systems to analyse vast volumes of 

network traffic, system logs, and user behaviour data in real time. This 

capability helps in identifying anomalies, detecting intrusions, classifying 

malware, and predicting potential security breaches before they cause 

significant damage. Supervised, unsupervised, and reinforcement learning 

models are widely used to detect known threats, discover unknown attack 



 
 
 
 

628 
2026 Volume 09 Issue 02 www.irjweb.com | Feb – 2026 – IRJEdT 

International Research Journal of Education and Technology 

Peer Reviewed Journal, ISSN: 2581-7795 

patterns, and adapt security responses dynamically. AI-driven cyber security 

solutions improve threat detection accuracy and reduce false positives by 

continuously learning from new data. Intrusion Detection Systems (IDS) and 

Intrusion Prevention Systems (IPS) powered by machine learning can recognize 

complex attack behaviours that traditional systems might overlook. 

Additionally, AI plays a crucial role in automating incident response, enabling 

faster containment and mitigation of cyber-attacks, thereby minimizing human 

error and response time. Behavioural analysis using machine learning further 

strengthens authentication mechanisms by identifying suspicious user activities 

and insider threats. 

INTRODUCTION: 

The increasing dependence on digital technologies and networked 

systems has transformed the way individuals, organizations, and governments 

operate. While this digital transformation has improved efficiency, 

communication, and data accessibility, it has also introduced significant cyber 

security challenges. Cyber threats such as malware, phishing, ransomware, data 

breaches, and advanced persistent threats are growing rapidly in scale and 

complexity. Traditional cyber security approaches, which primarily rely on 

static rules, signatures, and manual monitoring, are often inadequate in 

detecting and preventing modern cyber-attacks. As a result, there is a growing 

need for intelligent and adaptive security solutions capable of responding to 

evolving threats in real time. Artificial Intelligence (AI) and Machine Learning 

(ML) have emerged as key technologies in addressing these cyber security 

challenges. Artificial Intelligence refers to the ability of machines to simulate 

human intelligence, including learning, reasoning, and problem-solving. 

Machine Learning, a subset of AI, focuses on the development of algorithms 

that enable systems to learn from historical data and improve their performance 

without explicit programming. In the domain of cyber security, AI and ML 
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enable systems to automatically analyse large volumes of data, identify hidden 

patterns, and detect anomalies that may indicate malicious activity.Machine 

learning models can efficiently examine this data to detect suspicious 

behaviours, recognize known attack signatures, and uncover previously 

unknown threats. This capability is especially valuable in identifying zero-day 

attacks and sophisticated cyber threats that evade conventional detection 

techniques. 

AI-powered cyber security systems also play a critical role in enhancing threat 

detection, prevention, and response. Intrusion Detection Systems (IDS), 

malware detection tools, and fraud detection systems use machine learning 

algorithms to improve accuracy and reduce false alarms. Furthermore, AI 

enables automation in security operations by accelerating incident response, 

prioritizing alerts, and assisting security analysts in decision-making. This 

reduces the workload on human experts and improves the overall effectiveness 

of cyber defence strategies. Despite the significant benefits, the adoption of AI 

and ML in cyber security presents several challenges. Issues such as data 

quality, privacy concerns, model interpretability, and vulnerability to 

adversarial attacks must be carefully addressed. Additionally, the successful 

implementation of AI-based security solutions requires skilled professionals and 

robust computational resources. Nevertheless, ongoing research and 

technological advancements continue to address these limitations. One of the 

major advantages of applying AI and ML in cyber security is their ability to 

process and analyse massive amounts of data generated by modern digital 

environments. Network traffic, system logs, user activities, and application data 

produce vast datasets that are beyond the capacity of traditional analysis 

methods. Machine learning models can efficiently examine this data to detect 

suspicious behaviours, recognize known attack signatures, and uncover 

previously unknown threats. In conclusion, the integration of Artificial 
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Intelligence and Machine Learning into cyber security represents a crucial step 

toward building intelligent, adaptive, and resilient defences mechanisms. As 

cyber threats continue to evolve, AI and ML will play an increasingly important 

role in safeguarding digital assets and ensuring secure and reliable information 

systems. 

AI AND ML TECHNIQUES USED IN CYBER SECURITY: 

|Artificial Intelligence (AI) and Machine Learning (ML) techniques play a crucial 

role in strengthening cyber security by enabling intelligent, automated, and 

adaptive defences mechanisms. These techniques help detect threats, analyse 

attacks, and respond to security incidents more efficiently than traditional 

methods.Supervised learning techniques 

are widely used in cyber security where 

models are trained on labelled data to 

classify activities as normal or malicious. 

Algorithms such as Decision Trees, 

Random Forest, Support Vector Machines 

(SVM), Naïve Bayes, and Logistic Regression are commonly applied in malware 

detection, spam filtering, and intrusion detection systems. 

Unsupervised learning techniques are useful for detecting unknown or zero-day 

attacks by identifying anomalies in data. Clustering algorithms like K-Means 

and DBSCAN, along with Autoencoders, help recognize unusual network 

traffic patterns and abnormal user behaviour. 

Semi-supervised learning combines labelled++ and unlabelled data to improve 

detection accuracy when labelled threat data is limited. This approach is 

effective in large-scale networks where only a small portion of data is labelled. 
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Deep learning techniques, including Artificial Neural Networks (ANN), 

Convolutional Neural Networks (CNN), and Recurrent Neural Networks 

(RNN), are used to analyse complex and high-dimensional data such as network 

packets, system logs, and sequences of user actions. These techniques are highly 

effective in detecting advanced persistent threats and sophisticated malware. 

Reinforcement learning is applied in automated security systems to learn 

optimal response strategies, such as dynamic firewall configuration and attack 

mitigation. Additionally, Natural Language Processing (NLP) techniques are 

used to detect phishing emails and social engineering attacks by analysing email 

content and URLs. 

DATASETS AND DATA PREPROSSING: 

Datasets play a critical role in applying Artificial Intelligence and Machine 

Learning techniques for cyber security. High-quality datasets are required to 

train, test, and evaluate models for threat detection, intrusion detection, malware 

analysis, and fraud detection. Commonly used cyber security datasets include 

KDD Cup 99, NSL-KDD, CICIDS 2017/2018, UNSW-NB15, DARPA, and 

Bot-IoT. These datasets contain network traffic records, system logs, and attack 

patterns such as denial-of-service attacks, probing, malware, and unauthorized 

access. Real-world datasets may also include firewall logs, authentication 

records, email data, and endpoint activity collected from organizations. Datapre-

processing is a crucial step that improves the accuracy and reliability of 

machine learning models. The first step is data cleaning, which involves 

removing duplicate records, correcting errors, and handling missing or 

inconsistent values. Data transformation is then applied to convert raw data into 

a suitable format, such as encoding categorical features (e.g., protocol type, 

attack labels) into numerical values. Feature selection and feature extraction 

help reduce dimensionality by selecting the most relevant attributes, improving 
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model efficiency and reducing noise. Another important pre-processing step is 

data normalization and scaling, which ensures that all features have similar 

value ranges, preventing bias toward attributes with larger values. Handling 

imbalanced datasets is also critical in cyber security, as normal traffic often 

dominates attack data. Techniques such as oversampling, under sampling, and 

Synthetic Minority Over-sampling Technique (SMOTE) are commonly used. 

Finally, the dataset is split into training, validation, and testing sets to evaluate 

model performance. Proper datasets and preprocessing are essential for building 

accurate, robust, and reliable cyber security systems. 

FACTORS ON A ATTACK: 

Cyber-attacks occur due to a combination of technological, human, and 

organizational factors. Understanding these factors is essential for designing 

effective cyber security strategies and minimizing risks. The major factors 

contributing to cyber-attacks are discussed below. 

1. Rapid Digitalization: 

The widespread use of the internet, cloud computing, mobile devices, and 

Internet of Things (IoT) technologies has significantly expanded the attack 

surface. As more systems and services move online, attackers gain more 

opportunities to exploit vulnerabilities in networks, applications, and devices. 

2. Weak Security Infrastructure: 

 Many organizations rely on outdated software, unpatched systems, and 

weak security configurations. Lack of regular updates and poor vulnerability 

management make systems easy targets for attackers. Weak firewall rules and 

inadequate intrusion detection mechanisms further increase exposure to cyber 

threats. 
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3. Human Error: 

 Human error is one of the leading causes of cyber-attacks. Employees 

may fall victim to phishing emails, use weak passwords, or unknowingly 

download malicious software. Lack of cyber security awareness and insufficient 

training increase the likelihood of accidental security breaches. 

4. Weak Authentication and Password Practices: 

 The use of simple, reused, or compromised passwords allows attackers to 

gain unauthorized access to systems. Absence of multi-factor authentication 

(MFA) further weakens security, making brute-force and credential-stuffing 

attacks more successful. 

5. Increase in Sophisticated Attack Techniques: 

 Cyber attackers continuously evolve their techniques using advanced 

tools such as malware, ransomware, social engineering, and AI-powered 

attacks. These sophisticated methods can bypass traditional security systems 

and remain undetected for long periods. 

6. Insider Threats: 

Insider threats arise from employees, contractors, or partners who 

intentionally or unintentionally compromise security. Malicious insiders may 

steal sensitive data, while negligent insiders may expose systems due to 

carelessness or lack of knowledge. 

7. Lack of Cyber Security Awareness: 

 Organizations that do not prioritize cyber security policies, training, and 

risk assessments are more vulnerable to attacks. Poor awareness at both 

management and user levels leads to weak enforcement of security controls and 

delayed response to incidents. 
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8. Financial and Political Motivations: 

 Cyber-attacks are often driven by financial gain, such as theft of personal 

data, banking fraud, and ransomware attacks. In some cases, attacks are 

politically or ideologically motivated, including cyber espionage and cyber 

warfare activities. 

9. Inadequate Incident Response: 

Delayed detection and response to cyber incidents allow attackers to 

cause greater damage. Lack of proper monitoring, response planning, and 

recovery mechanisms increases the impact of cyber-attacks. 

TYPES OF THREAD AGENT IN INCLUDE: 

 A threat agent refers to an individual, group, or entity that has the 

capability and intent to carry out a cyber-attack against information systems, 

networks, or digital assets. 

 Understanding different types of threat 

agents is essential for assessing cyber risks 

and implementing effective security 

measures. Threat agents vary in motivation, 

skill level, and resources. One of the most common threat agents is cyber 

criminals. These individuals or organized groups primarily aim for financial 

gain. They engage in activities such as identity theft, online fraud, ransomware 

attacks, and stealing sensitive financial or personal data. Cyber criminals often 

use malware, phishing techniques, and exploit system vulnerabilities to 

compromise targets. 

 Hackers and script kiddies represent another category of threat agent. Hackers 

may attack systems for curiosity, challenge, or recognition, while script kiddies 



 
 
 
 

635 
2026 Volume 09 Issue 02 www.irjweb.com | Feb – 2026 – IRJEdT 

International Research Journal of Education and Technology 

Peer Reviewed Journal, ISSN: 2581-7795 

rely on pre-written tools and scripts without deep technical knowledge. 

Although their skill levels differ, both can cause significant damage by 

exploiting known vulnerabilities. 

 Insider threat agents include employees, contractors, or business partners who 

have authorized access to organizational systems. These insiders may 

intentionally misuse their privileges for personal benefit or unintentionally 

cause security breaches due to negligence or lack of awareness. Insider threats 

are particularly dangerous because they bypass many external security controls. 

 Nation-state actors are highly sophisticated threat agents sponsored by 

governments. Their motivations include political influence, cyber espionage, 

military advantage, and disruption of critical infrastructure. These attackers 

possess advanced tools, significant funding, and skilled personnel, making them 

capable of conducting complex and long-term cyber-attacks. 

 Hacktivists are threat agents driven by ideological, social, or political causes. 

They conduct attacks such as website defacement, data leaks, and denial-of-

service attacks to promote their beliefs or protest against organizations or 

governments. 

LIMITATION OF TRADITIONAL CYBER SECURITYAPPORACHES: 

 Traditional cyber security approaches have long been used to protect 

information systems through methods such as firewalls, antivirus software, 

access control mechanisms, and signature-based intrusion detection systems. 

While these techniques are effective against known threats, they are 

increasingly inadequate in addressing the complexity and sophistication of 

modern cyber-attacks. he lacks of real-time adaptability. Traditional systems are 

not designed to learn from new data or evolving attack patterns. As a result, 

they struggle to respond effectively to dynamic and fast-changing cyber 

environments. Manual updates and configuration changes are often required, 
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leading to delays in threat detection and response. Traditional approaches also 

suffer from high false positive and false negative rates. Scalability is another 

challenge. With the rapid growth of network traffic, cloud services, and Internet 

of Things (IoT) devices, traditional security systems face difficulties in handling 

large volumes of data. Performance degradation and limited monitoring 

capabilities reduce overall effectiveness in large-scale 

environments.Additionally, traditional cyber security heavily relies on human 

intervention. Security analysts must manually analyse logs, investigate alerts, 

and respond to incidents, which increases the likelihood of human error and 

slows response time. This dependence makes organizations vulnerable to 

prolonged attacks. 

ROLE OF ARTIFICIAL IN CYBER SECURITY: 

 

Artificial Intelligence (AI) has become an essential component of modern cyber 

security as cyber threats continue to grow in complexity and scale. Traditional 

security systems often rely on predefined rules and signatures, which makes 

them less effective against new and evolving attacks. AI overcomes these 

limitations by analysing vast amounts of data in real time and identifying 

patterns that indicate potential security threats. By continuously learning from 

historical and real-time data, AI systems can detect anomalies, predict attacks, 

and respond faster than human-driven methods. One of the key roles of AI in 

cyber security is threat detection and prevention. AI-powered systems monitor 

network traffic, system activities, and user behaviour to identify suspicious 

actions such as unauthorized access, malware infections, or data breaches. 

Machine learning algorithms can recognize both known threats and previously 

unseen attacks, including zero-day vulnerabilities. This significantly reduces the 

risk of successful cyber intrusions.AI also plays an important role in malware 

analysis and phishing detection. By examining the behaviour of files, emails, 
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and links, AI can identify malicious content and block it before it causes harm. 

Natural Language Processing (NLP) helps detect phishing emails by analysing 

language patterns commonly used in social engineering attacks. Additionally, 

AI enhances intrusion detection systems by reducing false alarms and 

improving accuracy.Another major advantage of AI in cyber security is 

automated incident response. AI systems can quickly isolate affected systems, 

block malicious IP addresses, and alert security teams, minimizing damage and 

response time. Furthermore, AI assists in vulnerability management by 

prioritizing security risks based on their potential impact. Overall, AI 

strengthens cyber security by improving efficiency, adaptability, and proactive 

defences while working alongside human expertise to protect digital systems 

and data. 

MACHINE LEARNING TECHNIQUES FOR THREAD DETECTION: 

Machine learning techniques help in threat detection by learning patterns from 

data and identifying abnormal or malicious activities. Supervised learningis 

widely used, where models are trained on labelled data containing known 

threats and normal behaviour. Algorithms such as Decision Trees, Support 

Vector Machines (SVM), Random Forest, and Logistic Regression are used to 

classify activities as safe or malicious, making them effective for malware 

detection and spam filtering. Unsupervised learning is useful when labelled data 

is unavailable; it detects anomalies by learning normal behaviour patterns. 

Techniques like K-Means Clustering, DBSCAN, and Autoencodershelp identify 

unusual network traffic or user behaviour that may indicate zero-day attacks or 

insider threats.Semi-supervised learning combines both labelled and unlabelled 

data, improving detection accuracy when limited labelled threat data is 

available. Deep learning techniques, such as Artificial Neural Networks 

(ANN), Convolutional Neural Networks (CNN), and Recurrent Neural 
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Networks (RNN), are used to analyse complex data like network packets, 

system logs, and sequences of user actions. These methods are especially 

effective in detecting advanced persistent threats and evolving 

malware.Reinforcement learning is used to improve automated threat response 

by learning optimal defences strategies through continuous interaction with the 

system environment. Additionally, Natural Language Processing (NLP) 

techniques help detect phishing and social engineering attacks by analysing 

email content and URLs. 

APPLICATION AND USE CASE: 

Machine learning has become a powerful tool in cyber security, with a wide 

range of applications and real-world use cases that help organizations protect 

their digital assets. One major application is malware detection, where machine 

learning models analyse file behaviour, code patterns, and system activities to 

identify malicious software, including previously unknown variants. This 

approach is widely used in antivirus solutions to detect zero-day attacks that 

traditional signature-based methods cannot catch. Another important application 

is intrusion detection and prevention systems (IDS/IPS). Machine learning 

algorithms monitor network traffic to identify abnormal patterns such as 

unauthorized access, denial-of-service attacks, or suspicious data transfers. 

These systems are commonly deployed in enterprise networks and cloud 

environments to provide real-time threat detection and reduce false alerts. User 

and Entity Behaviour Analytics (UEBA) is another key use case, where 

machine learning learns normal user behaviour and flags anomalies like unusual 

login times, access from new locations, or abnormal file usage, helping detect 

insider threats and compromised accounts. Machine learning is also widely 

applied in phishing and spam detection. Email service providers use natural 

language processing and classification models to analyse email content, links, 
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and sender behaviour to block phishing attempts and protect users from social 

engineering attacks. In the financial sector, fraud detection is a critical use case, 

where machine learning analyses transaction patterns to identify fraudulent 

activities in real time, reducing financial losses. 

CHALLENGES AND FUTURE 

DIRECTIONS: 

Machine learning has significantly improved cyber 

security, but it also faces several challenges that 

limit its effectiveness. One major challenge is data 

quality and availability. Machine learning models 

require large volumes of high-quality, labelled data, which is often difficult to 

obtain due to privacy concerns, data imbalance, and rapidly evolving attack 

techniques. Poor or biased data can lead to inaccurate threat detection and 

increased false positives or negatives. Another challenge is the evolving nature 

of cyber threats. Attackers continuously modify their techniques to evade 

detection, which can reduce the accuracy of trained models over time. This 

makes regular model updates and retraining essential but resource-intensive. 

Adversarial attacks also pose a serious risk, where attackers intentionally 

manipulate input data to mislead machine learning models, causing them to 

misclassify threats as normal activity. The lack of explain ability and 

transparency is another concern. Many advanced machine learning and deep 

learning models operate as black boxes, making it difficult for security analysts 

to understand or trust their decisions. This can be problematic in critical 

environments where accountability and compliance are required. Additionally, 

implementing and maintaining machine learning-based security systems 

requires high computational resources and skilled professionals, increasing cost 

and complexity.Looking toward the future, research is focused on developing 
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more explainable AI (XAI) models that provide clear reasoning behind 

decisions. Federated learning is gaining attention as a way to train models 

across multiple organizations without sharing sensitive data, improving privacy 

and collaboration. Future systems will also integrate AI-driven automation to 

enable faster, real-time threat response with minimal human intervention. 

Moreover, combining machine learning with human expertise and threat 

intelligence sharing will lead to more adaptive and resilient cyber security 

frameworks capable of defending against increasingly sophisticated attacks. 

PROPOSED METHODLOGY SYSTEM ARCHITECTURE: 

The proposed methodology aims to detect and prevent cyber threats using 

Artificial Intelligence and Machine Learning techniques. The system begins 

with data collection, where network traffic, system logs, and user activity data 

are gathered from sensors, firewalls, intrusion detection systems, or benchmark 

datasets such as CICIDS or NSL-KDD. This raw data forms the input to the 

system. Next, data preprocessing is performed to improve data quality. This 

includes data cleaning, removal of noise and duplicates, handling missing 

values, feature extraction, normalization, and addressing class imbalance using 

techniques such as oversampling. The processed data is then split into training 

and testing datasets. In the model training phase, suitable machine learning 

algorithms such as Random Forest, Support Vector Machines, or deep learning 

models are trained to classify activities as normal or malicious. The trained 

model learns patterns associated with different attack types and normal 

behaviour’sdetection and classification module uses the trained model to 

analyse real-time or offline data. If malicious activity is detected, the system 

labels the attack type and forwards the information to the response module. 

Theresponse and alert module automatically trigger alerts, blocks suspicious 

traffic, or isolates affected systems to minimize damage. The system also 
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includes a feedback and learning module, where new attack data is stored and 

used to periodically retrain the model, ensuring adaptability to evolving threats. 

Overall, the proposed system architecture provides a scalable, intelligent, and 

automated cyber security framework that enhances threat detection accuracy 

while reducing response time and human intervention. 

 

PERFORMANCE AND EVALUTION MATRIX: 

Performance and evaluation metrics are used to measure the effectiveness of AI 

and machine learning models in cyber security applications such as intrusion 

detection, malware detection, and fraud analysis. These metrics help determine 

how accurately a model identifies threats while minimizing false alarms. 

Accuracy: 

It measures the overall correctness of the model by calculating the ratio of 

correctly classified instances to the total number of instances. However, 

accuracy alone may be misleading in cyber security because datasets are often 

imbalanced. 

Precision: 

It indicates how many of the detected threats are actually real threats. 

High precision means fewer false positives, which is important to avoid 

unnecessary alerts. 

Recall (Detection Rate): 

It measures how many actual attacks are correctly identified by the 

model. A high recall value indicates that fewer attacks are missed. 
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F1-Score: 

The harmonic means of precision and recall and provides a balanced 

measure of a model’s performance, especially useful for imbalanced datasets. 

False Positive Rate (FPR): 

It measures the proportion of normal activities incorrectly classified as 

attacks. Reducing FPR is crucial to prevent alert fatigue. 

False Negative Rate (FNR): 

It measures the proportion of attacks that are not detected. A low FNR is 

essential to ensure system security. 

Confusion Matrix: 

It summarizes model performance by showing true positives, true 

negatives, false positives, and false negatives. 

ROC Curve and AUC: 

Itevaluates the trade-off between detection rate and false positive rate. A 

higher AUC value indicates better model performance. 

Execution Time and Resource Usage: 

Itmeasures how efficiently the model operates, which is important for 

real-time cyber security systems. 

Overall, these performance and evaluation metrics ensure that AI-based cyber 

security models are accurate, reliable, and practical for real-world deployment. 

RESULT AND DISCUSSION: 
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The experimental results demonstrate that AI and machine learning techniques 

significantly improve threat detection accuracy in cyber security systems. 

Models trained on pre-processed datasets were able to effectively distinguish 

between normal and malicious activities. Supervised learning algorithms such 

as Random Forest and Support Vector Machines showed high accuracy and 

precision, particularly in detecting known attack patterns. Deep learning models 

further enhanced detection capabilities by learning complex features from 

network traffic and system logs. 

The evaluation metrics indicate that the proposed models achieved a high 

detection rate with a reduced false positive rate, which is critical for practical 

deployment. The confusion matrix analysis confirms that most attack instances 

were correctly classified, while only a small number of normal activities were 

misidentified as threats. ROC and AUC results show strong model 

discrimination performance, highlighting the robustness of machine learning 

approaches in identifying cyber-attacks. 

Unsupervised learning techniques proved effective in detecting anomalous 

behaviour and potential zero-day attacks, although they generated slightly 

higher false positives compared to supervised models. This trade-off highlights 

the importance of combining multiple learning approaches for improved 

security coverage. Additionally, automated response mechanisms helped reduce 

incident response time, making the system suitable for real-time applications. 

The discussion reveals that proper dataset selection, feature engineering, and 

preprocessing play a vital role in achieving optimal performance. Despite strong 

results, challenges such as data imbalance and evolving attack techniques 

remain. Overall, the findings confirm that AI and ML-based cyber security 

solutions offer scalable, adaptive, and efficient defences mechanisms, especially 

when combined with human expertise and continuous model updates. 
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CONCLUSION: 

In conclusion, machine learning has emerged as a transformative force in cyber 

security, enabling organizations to detect, prevent, and respond to cyber threats 

with greater speed and accuracy. By analysing large volumes of data and 

learning from patterns of normal and malicious behaviour, machine learning 

enhances threat detection, reduces human effort, and improves overall security 

efficiency. Despite challenges such as data quality issues, evolving attack 

techniques, and lack of explain ability, continuous advancements in AI research 

are addressing these limitations. With the integration of explainable models, 

automated response systems, and human expertise, machine learning will 

continue to play a critical role in building adaptive, intelligent, and resilient 

cyber security systems for the future. 
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